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Introduction:

Fraud Risk is a concern for every agency.  Fraud can take various forms:

· Misappropriation of assets – embezzlement, payroll fraud and theft
· Expenditures and liabilities for improper purposes – bribery and other improper payment schemes.
· Fraudulently obtaining revenue and assets, avoided or delayed costs and expenses – fraud by an agency against its employees or third parties, or when an agency improperly avoids an expense, such as payroll tax fraud.
· Fraudulent financial reporting – schemes by management to overstate revenues or understate liabilities.
Effective nonprofit governance relies upon understanding an agency’s financial condition and vulnerabilities.  This document is intended to stimulate thinking among staff and board members about best practices regarding the reduction of risk to our agency.  Diverse viewpoints, information, experience, and risk tolerance will lead to better assessment and actions.

General Information:

The UWLC currently has four (4) employees:



Executive Director

35 hours/week



Office Manager

30 hours/week



Payroll Coordinator

8 hours/week for 44 weeks/year



Bookkeeper


2.5 hours/week

In accordance with UWLC’s Bylaws, the board of directors may have up to 25 members.  Currently, there are 14 members.

This document will:

· List agency risk questions (QUESTION)

· Identify the risk associated with each activity (RISK)

· Provide an explanation of current policies and procedures regarding each activity (ACTION)

Question #1: Do one or two key employees appear to dominate the company?

RISK: If control is centered in the hands of a few key employees, those individuals should be under heightened scrutiny for compliance with internal controls and other policies and procedures.

ACTION: The Executive Director (ED) manages the day to day activities of the organization and oversees the employees.  When someone begins employment with UWLC, the ED explains the internal control procedures and the checks and balances which must take place in a small agency.  Employees are expected to act professionally and in the best interest of the agency at all times.  If an employee is not in compliance with normal procedures, they receive a warning and are put on probation.  If the activity persists, the employee is terminated.
It is explained to all employees during the hiring process that if they identify or suspect any fraudulent or illegal activity by the ED, they are to contact the board’s Executive Committee immediately.
Question #2:  Do any employees or board members have outside business interests that might conflict with their job duties?

RISK:  Employees and board members should disclose annually any conflicting or potentially conflicting business interests.  Interests that conflict with the agency’s interest should be prohibited.

ACTION: Staff and board members annually discuss conflict of interest (or the appearance of a conflict of interest) anyone may have.  Everyone must sign a Conflict of Interest document annually.
Question #3:  Does the Agency conduct pre-employment background checks to identify previous dishonest or unethical behavior?
RISK:  All agencies should conduct pre-employment background checks before offering employment to any key applicant.  The scope of a background check varies by position, but a general list to consider includes: criminal records and convictions, previous employment, employment references, personal references, and education verification.

ACTION:  Prior to employment, background checks are done on all employees with regards to previous employment, and both employment and personal reference checks are conducted.
Question #4:  Does the agency educate employees and board members about the importance of ethics and anti-fraud programs?

RISK:  All employees should receive training on the ethics and anti-fraud policies of the agency.  All employees and board members should sign an acknowledgement that they have received the training and understand the policies.

ACTION:  New employees and board members receive instruction on all UWLC policies prior to beginning work.  UWLC has a Code of Ethics policy that is reviewed and adopted annually.
Question #5:  Does the agency provide an anonymous way to report suspected violations of the ethics and anti-fraud policies?

RISK:  Organizations should provide employees and board members with a confidential system for reporting suspected violations of the ethics and anti-fraud policies.

ACTION:  The board adopts a Whistleblower Policy annually which states that it is the responsibility of all officers, volunteers and employees to comply with the Code of Ethics and report violations or suspected violations immediately.
Question #6:  Do employees who have access to confidential information sign nondisclosure agreements?

RISK:  All employees who have access to proprietary information should sign nondisclosure agreements.

ACTION:  The importance of confidentiality is discussed with all new staff and board members.   The board annually adopts a Code of Ethics policy which includes language on Confidentiality and Privacy.
QUESTION #7:   Are the agency’s financial goals and objectives realistic?
RISK:  Closely monitor compliance with internal controls over financial reporting if the financial goals and objectives appear to be unrealistic.  Establish realistic financial goals and objectives for the agency.  Common justifications for financial statement fraud include a desire to obtain bonuses linked to goals or frustration with objectives that were unachievable.

ACTION:  The UWLC always establishes goals that are realistic to obtain.  Goals are discussed, approved and adopted annually by the Board of Directors.
________________________________________________________________________


Insurance
Liability Insurance
Directors and Officers Liability (D & O) policies insure against the “wrongful acts” of the agency, its directors, officers, employees, and volunteers (depending upon the definition of “Insured”). In general, this means the actual or alleged acts or omissions, including breaches of duty, that the directors, officers, or other insureds may perform.

The UWLC holds a $1 million D & O policy and a $100,000 Employee Dishonesty Bond.
Other insurances carried by UWLC:

· Workers compensation

· Unemployment

· Office Equipment

________________________________________________________________________
Accounting Procedures
Accounts Receivable:

1. Office Manager opens mail and records checks.
2. Executive Director reviews checks, marks proper account for deposit.
3. Bookkeeper: Stamps checks, prepares and makes deposit.  Gives deposit slip to ED.

Accounts Payable:
1. Office Manager opens all invoices and gives to ED.

2. Executive Director marks proper accounts to charge against.

3. Bookkeeper prepares checks.

4. Executive Director reviews payments and gives to board member for signature*.

5. Executive Director mails payments.

Payroll:
1. Executive Director reviews and signs off on employee timesheets

2. Board President reviews and signs off on ED timesheets.

3. Bookkeeper prepares payroll checks.

4. Executive Director reviews and gives to board member for signature*.
* there are 4 board members with check signing authority.
If the UWLC Board of Directors does not feel that practices currently in place are sufficient, or if they wish to adopt additional practices to minimize risk, list those activities here:
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To be reviewed annually
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